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The SD Toolbox

* SD Connect: The encrypted data pipeline and storage 5D Connect

STORE & SHARE

SD Desktop

A '

 SD Desktop: A virtual desktop into a closed VM

* SD Submit: The metadata publisher

FEGA & SD Submit
PUBLISH

* SD Apply: links between
oData owner
oData user
oData access committee
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* Development funded by Elixir Finland and NeiC

SD Apply
REUSE

* Operation funded by Finnish Ministry for Education & Culture
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Key features of the Service

* (Relatively) easy to use: web user interfaces

* Easy to access: available from the public internet using MFA,
modern web browser (no VPN, no client to install)

* Available on demand: my.csc.fi portal
* Data controller has all the tools to manage data access

 Secure data management: data is always encrypted (during
data storage, data analysis and re-use)



SD Connect: store and share

—‘ SD Connect  Current project; project_2004640 [ Help [ User information [ Browser ] [ Shared In English ~ Log Out

C5Cuser Buckets - project_2004640 | upload-1647468217102

By default 5D Connect adds a public key to the file encrypt to make the uploaded files available to ather Sensitive Data services.

Destination  upioad-1647468217102 1 @D cncryt fes etore upload () se own private key (JI) Add other receivers” publickeys |
bucket
Usa this ek 80 ehange the same of the bucket G o R S R R S R R SN N R S L
MName T Path Size Type

Na files selected

10/0

£r Clear Files Encryp d Uple & Cancel Upload

SD Connect Developed by CSC - IT Center For Science LTD

Default: automatic,
integrated encryption
during upload using the
Sensitive Data
encryption key

Optional: multiple
encryption keys from

Researcher

Collaborator



SD Desktop: compute

* SD Desktop: A remote desktop into a pre-built VM not otherwise connected to the internet.
* Requires Multi-Factor Authentication, MFA.

* Available options offer a range of capabilities from doing simple statistical analysis to
machine learning.
o Open Office

o R-Studio
o Python

 Customisable via singularity containers.



SD Desktop: compute

* |solated from the

internet (copy/paste
disabled)

* Analyse encrypted data
stored in SD Connect
(via Data Gateway)

* Data export (CSC
project manager):
results can be exported
using a specific
application (airlock, only
CLI)

* Can be deleted or

&



SD Submit: publish under controlled acces

* Dataset is uploaded to CSC programmatically (ssh connection)
o Automatic datatransfer from SD Connect to SD Submit is WIP

* Dataset is described with appropriate metadata

oCurrently biology is supported best
oEssential for Discovery & Re-use

* Legal agreements currently not automated

e Each dataset linked to :

o policies which regulate its re-use, complying with data subject consent
o Data Access Committee (representing the Data Owner)
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SD Submit: DAC metadata object

e Link data to a the Data Access Committee that will decide who can access them

Fodar Nams § Description 4t Otjecs

DAC - Data Access Committee

Contacts *@

| Contact me=
| ContactEmare




SD Apply: Requesting access

—~— Catalogue Applications & Martin Matthiesen (% Sign out

Application 2022/35: testing

Fill out and submit the application. Several applicants can be invited as members of the application, and each applicant has to accept the terms of use to gain access.

Application 2022/35
Resources
Title testing
S Applied 1000 Genome Dataset — More info [
Latest activity 2022-05-06 15:50
Terms of use
Events
SRS Martin Mattblesen submitted the application for review: Each member is required to accept the terms of use to access the resources.
2022-05-06 15:50 Martin Matthiesen saved a draft. © Creative Commons Attribution 4.0 International (CC BY 4.0) (£
2022-05-06 15:50 Martin Matthiesen accepted the terms of use. Terms of use accepted.

Show more

Application

Base form for registering a resource

Applicant

Title of the application (max 100 characters) (optional
Name Martin Matthiesen of theapp! {max100icharacters) (optional)

testing

Accepted terms of use
Select type of submision
Show more
SDA stand-alone

e | Stand-atone SDA arcive use case decripion (max 200 characters)

test
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@ Legal

Agreements

@ Sensitive data is stored in Finalnd
under controlled access

@ Publication and discoverbility

@ Data encryption
and upload

i

@ Wetadata
submission
(Study information)

Data submission to
Sensitive Data Submit
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@ Legal
Agreements

i
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® Sensitive data is stored in Finalnd
under controlled access

@ Publication and discoverbility

@ Data encryption
and upload

@ Metadata
submission
(Study information)

@ Applicant searchers
for dataset

Data submission to Data re-use via SD Apply
Sensitive Data Submit and SD Desktop
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@ Sensitive data is stored in Finaind
under controlled access

# Data encryption
and upload

@ Legal

Agreements

@) Metadata
submission
(Study information)

Data submission to
Sensitive Data Submit

SD DESKTOP

@ Data Access Committie
approves access via
SD Apply

SD APPLY

(® Applicant searchers
for dataset

@ Data is directly
available for
analysis
in 8D Déskfop

Data re-use via SD Apply
and SD Desktop




CScC

facebook.com/CSCfi

twitter.com/CSCfi

youtube.com/CSCfi

For more see:
https://docs.csc.fi/data/sensitive-data/

linkedin.com/company/csc-—it-center-for-science

github.com/CSCfi
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